RIGHT ACCESS
THE
RIGHT PEOPLE
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Psychological
traits

The human biases that
make us vulnerable
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Truth Bias — we believe most things
Optimism bias — I’'m special

Impact bias — big outcomes have big causes
Focus — all that’s there is all there is
Confirmation bias — | know what I’'m seeing

Anchoring & Social Proof —Someone else has done
this

Sympathy — Can you help me
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M anda ge ment Causes of insider threat incidents
ER

56%
Employee Negligence

: - Malicious Insider
When it comes to insider

threat, perception does
not match reality

Credential Theft

0% 20% 40% 60%

W Actual Threat Perceived Threat
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Key lessons

Why we do what we do,
even as we know what
we’re doing!
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Human beings take mental short cuts —it’s a
feature not a bug!

Con men have taken advantage of this for millennia

Humans are good at measuring risk, but only
within limits

We like to blame the victim

We want to believe that complex outcomes have
complex causes

Organisations misunderstand their vulnerabilities
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Annual damage caused by reported cybercrime in the US
(in million US dollars)

Cybercrime is
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History

Automotive has had more
pain than most
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Renault

Jaguar Land Rover
Arnold Clark
Pendragon

Trust Ford
Holdcroft

JCT 600
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Geopolitics
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Marks and
Spencer

A worked example of
300 million pounds lost
in operating profit
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How did the
M&S breach
happen

A confidence trick more
than a hack
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Social Engineering - The hackers used phishing emails and
fake phone calls.

Tricking Employees - They impersonated trusted individuals
to deceive employees, causing them to provide their login
details and passwords.

Gaining Access: This allowed Scattered Spider to gain entry
into M&S's systems and networks.

Data Theft: Once inside, they stole sensitive data and
intellectual property.

Ransomware Attack: The stolen data was then encrypted,
and the hackers demanded a ransom payment to restore
access.
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Who are (is)
Scattered
Spider

Not what you might
expect
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UNC 3944

Okta Tempest

English speaking teens and young adults
The Com

764

Las Vegas casino hacks

SIM swapping
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What can |
do?

Do what you can —
“The man is a fool who
does nothing because
all he can do is a little”
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Keep doing it - Perimeter security is necessary but not
sufficient.

Manage Access rights! - The bad guys are inside the building.
No Shadow IT - Security is more important than convenience.
Artificial Intelligence — What the heck.

Manage Supply Chain risk.

Have a plan; practise it; follow it.

Follow Government advice - NCSC.

Culture matters - Set an example.
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identity analytics
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Professor Mark Rodbert, FRSA,
CEO of idax Software

To chat more, contact me on
mark.rodbert@idaxsoftware.com

To find out more about idax, go to
www.idaxsoftware.com



mailto:mark.rodbert@idaxsoftware.com
http://www.idaxsoftware.com/
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